Compte Rendu

Maison des Ligues

Introduction :

Lors d’un événement d'une manifestation quadriennale appelée "Les VIémes assises
nationales de I'Escrime» qui est composée par des chapiteaux disposent chacun d'une
borne Wifi reliée a un commutateur dans I'espace Informatique de I'organisation.

*Un réseau wifi "public" sera proposé gratuitement aux 2500 visiteurs attendus, aux 50
groupes d'escrime artistique ainsi qu'aux équipementiers.

*Un réseau wifi "orga" non publié sera dédié aux organisateurs. Ce réseau permettra
notamment d'imprimer sur une photocopieuse numérique connectée et sur un traceur a
banderoles, également connecté.




La mission du Projet :

La mission consiste a mettre en place
*Un prototype de solution informatique qui doit comporter une séparation des deux
réseaux wifi vian.
*SSID Public : La plage 172.31.1.0/16
*SSID Organisation : La plage 10.10.10.0/24
La solution proposée en /24 n’est pas adaptée pour les 2500 visiteurs attendus.

*'établissement d'un périmetre de sécurité autour du réseau LAN et Wifi de
I'organisation (filtrage).
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Mise en place de notre solution adaptée :

Nous avons ¢tudié¢ la solution de notre projet, qui se constitue d’un serveur DHCP
se trouve dans la zone du réseau organisation est relié au Switch2 fait communiqué les
différents réseaux et bornes wifi. Ceci permet aux utilisateurs présents sur le réseau
d’obtenir une adresse IP automatiquement lors de la prochaine connexion a leurs
sessions. Le réseau public peut distribuer jusqu'a 2500 adresses, car nous avons changeé
la notation CIDR /16.
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Nous avons obtenu un prototype fonctionnel est organiser de fagon
compréhensible et de maniére sécuriser.



Commande pour confiqurer la solution

Création des Vlans :

Switch>enable

Switch#conf t

Switch_1# VLAN database

Switch_1(vlan)# vlan 20 name Orga (on affecte le numéro et le nom au
vlan)

Switch_1(vlan)# vlan 30 name Public

Switch_1(vlan)# exit

Switch_1# show vlan

Supprimer des Vlans
Switch_1# VLAN database

Switch_1(vlan)# no vlan n° du VLAN a supprimer
Switch_1(vlan)# exit

Affecter les ports aux Vlans :
Switch_1# configure terminal

Switch_1 (config)# interface fa 0/1

Switch_1 (config-if)# switchport access vlian 20

Switch_1 (config-if)# no shutdown (active le port qui passe de [’état down
a up)

Switch_1 (config)# end

Switch_1# show vilan

Verification des ports associés aux Vlans :

Switch_1# conf t

Switch_1(config)# interface fastethernet 0/ n° du port a configurer (ou int
fa 0/n)

Switch_1(config-if)# switchport access vlan 1 (ou sw a vl 1)
Switch_1(config-if)# no shutdown (ou no sh)




Switch_1(config)# end

Ajout d’une série de ports
Switch(config)#interface range fastethernet [fa 0/1 — fa 0/5]

Switch(config—if—range)#switchport access vian vlan _number
Switch(config—if—range)#switchport mode access
Switch(config—if—range)#no shutdown

Attribution des adresses Ip :
Router_mdl(config)#interface FastEthernet0/0
Router_mdl(config-if)#ip address 172.31.1.254 255.255.255.0
Router_mdl(config-if)#exit

Router_mdl(config)#interface FastEthernet0/1
Router_mdl(config-if)#ip address 10.10.10.254 255.255.255.0
Router_mdl(config-if)#exit

Router_mdl(config)#exit

Router_mdl(config)#interface FastEthernet1/0
Router_mdI(config-if)#ip address 192.168.1.1 255.255.255.0

Router_mdl(config-if)#exit

Configuration de la borne Wifi pour le technicien

11 faut tout d’abord se connecter :
- Identifiant : cisco
- Mot de passe : root

[1) WAP321 - Wireless:
i[9 192.168.1.245 o @
s W hitps://leodecost
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alialie Wireless Access Point
cisco



Access Point Setup Wizard

T - weicome

Confi i
onon Thank you for choosing Cisco Small Business. This setup wizard will help you install your

1P Address Cisco Small Business Access Point.

To setup this access point manually you can cancel this wizard at any time (Not
Single Point Setup recommended).

Time Settings
Security
Device Password
Network Name
Wireless Security Note: This Setup Wizard provides simplified options to help you quickly get your access point
up and running. If there is any option or capability that you do not see while running the setup
VLAN ID wizard, click the learning link provided on many of the setup wizard pages. To set further

options as you require or as seen in the learning link, cancel the setup wizard and go to the

Captive Portal web-based configuration utility.

Creation X .
~ Click Next to continue

Back  |[- Next—|[ Cancel

Configuration par défaut

Access Point Setup Wizard

Welcome ~ Configure Device - IP Address

Configuration

Single Point Setup

Select either Dynamic or Static IP address for your device.
‘® Dynamic IP Address (DHCP) (Recommended)
O static IP Address
WineSollings Static IP Address: 192 e
Security Subnet Mask: 1255

Device Password Default Gateway: i

Network Name DNS; B [—
Secondary DNS (optional

Wireless Security candary DS @piianal): ) - NI

VLAN 1D @_cam more avoutthe aiterent tupes

Captive Portal

Creation " "
~ Click Next to continue

Ne pas autoriser “Single point setup”

Access Point Setup Wizard

Welcome = Configure Device - IP Address

Configuration

1P Address.

Single Point Setup

Select either Dynamic or Static IP address for your device.

® Dynamic IP Address (DHCP) (Recommended)
~ static IP Address
Time Settings ShHCiPRadress:
Security Subnet Mask:
Device Password Default Gateway:
DNS:
Secondary DNS (optional):

Network Name
Wireless Security

VLAN ID

@_earn more about the different

Captive Portal

Creation i .
~ Click Next to continue

Appuyer sur suivant, remplissez les instructions demandées.



Access Point Setup Wizard

Welcome
Configuration
v IP Address
+ Single Point Setup
Time Settings
Security
Device Password
Network Name
Wireless Security
VLAN ID
Captive Portal

Creation

Configure Device - Set System Date And Time

Enter the time zone, date and time.

Time Zone: France

Set System Time: Network Time Protocol (NTP)

© Manually

NTP Server: [o.ciscosb.poolntp.org

Learn more about time settings

~ Click Next to continue

Etape suivante modification du mot de passe siolb@2015

Access Point Setup Wizard

Welcome

Configuration

v IP Address

+ Single Point Setup

v Time Settings

Security
Device Password
Network Name
Wireless Security
VLAN ID

Captive Portal

Creation

Enable Security - Set Password

The administrative password protects your access point from unauthorized access. For security
reasons, you should change the access point password from its default settings. Please write
this password down for future reference.

Enter a new device password:

New password needs atleast 8 characters composed of lower and upper case letters as well
as numbers/symbols by default.

New Password:

~ Click Next to continue

Confirm Password:

Password Strength Meter: FITTTIT | weak
Password Complexity: @ Enable

@_Leamn more about passwords

Mise en place SSID « Orga »

Access Point Setup Wizard

Welcome
Configuration

v IP Address

v Single Point Setup
¥ Time Settings
Security

+ Device Password

Enable Security - Name Your Wireless Network

The name of your wireless network, known as an SSID, identifies your network 3o that wireless
devices can find it

Enter a name for your wireless network

Network Name (SSID):  [PPE_BANGALY

For exampla; MyNetwork

Click Next to continue




Access Point Setup Wizard

Welcome ~ Enable Security - Secure Your Wireless Network

Configuration
g Select your network security strength.

Y P Addiess: Best Security (WPA2 Personal - AES)
Recommended for new wireless computers and devices that support this option.
¥ Single Point Setup Older wireless devices might not support this option.

v Time Settings (© Better Security (WPA Personal - TKIP/AES)
Recommended for older wireless computers and devices that might not support WPA2.
Security
) No Security (Not recommended)
 Device Password

 Network Name Enter a security key with 863 characters.

sorvazs s

¥ Show Key as Clear Text

VLAN ID
(@Learn more about vour network security options

Captive Portal

Creation : ;
Click Next to continue

Définir les vlans : Vlan 2

Access Point Setup Wizard

Welcome Enable Security - Assign The VLAN ID For Your Wireless Network

v IP Address is also the default untagged VLAN ID. If the management VLAN ID is the same as the VLAN ID
assigned to your wireless network, then the wireless clients associated with this specific
wireless network can administer this device. If needed, an access control list (ACL) can be

¥ Single Point Setup created to disable administration from wireless clients.

v Time Settings Enter a VLAN ID for your wireless network:
Security

VLAN ID: i (Range: 1-4094)

@_Leam more about vian ids

Configuration

o By default, the VLAN ID assigned to the management interface for your access point s 1, which
v Device Password

v Network Name

v Wireless Security
Captive Portal

Creation
+ Click Next to continue

Possibilité de configurer un nouveau point d’acces

Access Point Setup Wizard

¥ Device Password = Enable Captive Portal - Create Your Guest Network
of:botwo Nume Use Captive Portal to set up a guest network, which means that wireless users need 1o be
authenticated before they can access the Internet. For example, a hotel can create a guest

S el Doty twork to redirect new wireless users to a page for authentication

VLAN
s o Do you want to create your guest network now?
Captive Portal )

® ves

2 No. thanks

©Leam more about captive poral quest networks

Redirect URL
Summary

Finish
Click Next to continue




Nommez ce point d’acces “invite”

Access Point Setup Wizard

¥ DevicePassword  +  Enable Captive Portal - Name Your Guest Network
Network N
¥ NeworkName Your guest network needs a new name, known as an SSID. The name identifies your guest

 Wireless Security network so that wireless users can find it.

Enter a name for your guest network:

v VLANID

Captive Portal GuestNetwork name:

+ Creation For example: MyGuestNetwork

[ et vame |

Wireless Security ©Learn more about network names
VLAN D
Redirect URL

Summary

Finish : ,
Click Next to continue

Saisir le méme mot de passe

Access Point Setup Wizard

 Device Password 4 Enable Captive Portal - Secure Your Guest Network

v Network Name
Select your guest network security strength.
¥ Wireless Security ® Best Security (WPA2 Personal - AES)

v Recommended for new wireless computers and devices that support this option.
v VLANID Older wireless devices might not support this option.

Captive Portal () Better Security (WPA Personal - TKIP/AES)
Recommended for older wireless computers and devices that might not support WPA2.
+ Creation
2 No Security (Not recommended)
v Network Name

I Enter a security key with 8-63 characters.
VLAN ID IMZ(HQ

@ Show Key as Clear Text

Redirect URL

(@"-eam more aboutyour network security options

Summary

Finish X
~ Click Next to continue




Vérification de la totalité des saisies

Access Point Setup Wizard

v Device Password  *  Summary - Confirm Your Settings

W shaor e Please review the following setings and ensure the data is correct

v Wireless Secunty

v VLAN ID

Captive Portal AN IC

v Creation Captive Portal (Guest Network) Summary

v Wireless Security : @2015

v VLAN ID erificatio Sue

rmanaun.

m Note: The AP Radio will be enabled after clicking Submit.
Finish . 2 3 . F
~ Click Submit to enable settings on your Cisco Small Business Access Point
M :““5 - %’lﬂ_ 0 IEAEEI

Conclusion

Pour conclure, nous avons modifié le masque réseau 255.255.0.0 du vlan
public. De ce fait, le CIDR est passé de /24 a /16. Ainsi, le vlan installé peut héberger
2500 adresses, a la place des 254 adresses. De plus, le serveur DHCP est positionné
sur le switch, ce qui lui permet d’avoir un acces direct aux bornes wifi. D’ailleurs, le
serveur permet d’attribuer les adresses IP de fagon dynamique aux différents postes.
Enfin, nous avons obtenu un réseau sécurisé, partagé et de fagcons organisées.



